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Instructions to Candidates :
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I.  Answer any Five questions from Part-A. Each carries 6.

2. Answer any Four questions from Part-B. Each carries 10.

PART-A

Answer any FIVE questions. Each question carries SIX marks. -

Briefly explain the strem cipher with an example.

Draw a neat diagram of AES general structures and explain it.
Explain Diffie-Hellman Key exchange.

What are the properties a digital signature should have?

What four requirements were defined for Kerberos?

Explain the X.509 standard with a neat diagram.

What is the difference between SSL connection and SSL session?
Explain the concepts of Mgésag& Authentication code.

PART-B

Answer any FOUR questions. Each question carries TEN marks.

a)  Compare Cryptography and Steganography.
b)  Explain the different types of Attacks.on Encrypted Message.
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Explain Fermat’s and Euler’s Theorem.
Explain the Data Encryption Standard with a neat diagram.

Explain the concept Chinese Remainder Theorem with an example.

Describe the RSA Algorithm step by step.

What is Messhge Authentication Code? Explain in detail.
Explain the Elliplic curve cryptography.

What are the roles of the public and private keys.

What is Hash function? Explain in detail.

Explain the various types of firewalls. _
What are the basic approaches of Se_cl;rity Association.
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